
Data protection safeguards in
the European Cancer 
Information System

Luciana NEAMTIU
28 May 2021



• General Data Protection Regulation (GDPR) (EU) 2016/679 

• on the processing by an individual, a company or an organisation of personal data 
relating to individuals in the EU.

• updates the existing Data Protection Directive of 1995 to a Regulation
• enforcement date: May 25th 2018 

• For EU institutions: Regulation (EU) 2018/1725 (applicable to cancer 
data processing in ECIS)

• on the protection of natural persons with regard to the processing of personal data 
by the Union institutions, bodies, offices and agencies and on the free movement of 
such data

Data protection regulations



• Refers to any information relating to an identified or identifiable natural 
(living) person such as:

• name, date of birth, phone numbers, e-mail address

• Pseudonymisation can mitigate the risk of disclosing information on an 
identifiable natural person.

• The definition of “identifiable” considers all means reasonable likely to 
be used to identify the natural person directly or indirectly – taking cost, 
time and technology into consideration.

• Data protection does not apply to anonymous data, nor if the data 
subject is dead.

Data protection principles



• Health-related data are considered sensitive:

• The processing of personal data, revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade-union membership, and the processing of 
genetic data, biometric data in order to uniquely identify a person or data 
concerning health or sex life and sexual orientation shall be prohibited.

• Processing personal data is generally prohibited, unless:
• it is expressly allowed by law
• or the data subject has consented to the processing,
• or the processing is necessary for archiving purposes in the public interest, or 

scientific and historical research purposes or statistical purposes

Data protection principles



• ‘personal data’ means any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person;

• ‘processing’ means any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by automated means, such 
as collection, recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction;

Regulation (EU) 2018/1725



• DP Register for the EU Institutions

https://ec.europa.eu/dpo-register/detail/DPR-EC-00417

Hosting and processing of data in the
European Cancer Information System
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