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Why did we implement 270017? Gegistry

» To demonstration that we treat the
confidentiality of patient information very
seriously.

» Industry best practice for information security.

» Reduced workloads when applying for
funding/grants.

» Raise the profile of the organisation.
» Enhance stakeholder confidence.

» GDPR compliance/awareness. f & 0
%n'nn
» Internal governance. | |
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NICR 1S027001 Scope and @n
Context

» NICR Scope Statement

“The collection, processing, storing and sharing of information
regarding instances of Cancer and premalignant disease in
Northern Ireland in line with all legal, regulatory and ethical

obligations from the Mulhouse Building in Belfast. “

» Aligns with the legal, statutory and regulatory business
objectives of the organisation

The NICR units (TVO, Statisticians, IT etc) work together to gather, analyse,
report and assure the information which this ISMS is designed to help
safeguard.

Email: nicr@qub.ac.uk Tel: +44 (0)28 9097 6028 Website: www.qub.ac.uk/nicr



Caricer
The CIA triad. Gegistry

Confidentiality Is assurance of
data privacy.

Integrity involves maintaining
the consistency, accuracy, and
trustworthiness of data over Iits
entire life cycle.

and reliable access to data services
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Availability Iis assurance in the timely 5 S
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for authorized users. Availability
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The implementation Process Registry

» 1S027001 Certified ISMS Lead
Implementer

Certified in Information Security
Management Principles

ISACA Certified Information
Systems Manager

» Implementation project training.
» Management buy-in
» Enlisting outside experience
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> ldentification of information assets  pyesional cerificaton ,
* |dentify threats and vulnerabilities

» Risk Assessment matrix
e Treat/Tolerate/Transfer

» Risk treatment options
* Physical/Logical/Administrative
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Risk Treatments Registry

» Physical » Logical
* Door locks  Passwords/Biometrics
e CCTV

Network Access
* Segregated secure

working areas

Encryption

Firewalls

» Administrative
e Policy
* Awareness/Training
e Segregation of duties
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Implementation Continued Registry

» Staff Awareness & Training.
» Policy development and implementation.

. < \6
> Process reviews. g '
» Internal Auditing. pr ._é

» Enlisting external
accreditation body.

» External/Certification Audit.
» Continual maintenance.
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Benefits and Outcomes Geglstry

» Focussing the attention of staff
and management in information
security processes.

» Stakeholder confidence and
peer reputation.

» Process integration.

» Supporting documentation when
applying for grants and projects.

» Success for the organisation!
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